Application Notes

Security Function

Multiple users can password protects project, screens and objects

In WindO/I-NV4, security groups are used as accounts.
There are two types of security groups: provided security groups (Administrator, Operator, and Reader) and user-
created security groups. One or more of these security groups can be assigned to users.

One or more users must always be assigned to Administrator)

Administrator
Provided User-created
security groups B rotor security groups
Reader (12 max)

' Assign

~
User account: User account: User account:

A user name and password are associated with a user account and up to 15 user accounts can be created.

Password: 11111131 222222322 33333333 444444484
User account: 8 8 8 8 sesssee

User name: Userl Usar2 User3 Userd Userls




“User Accounts”

- Two ways to select “User Accounts”
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General Information:

Enable “Use Security Function”.

User, Accounts

Step1:

General l

CHECK “Use Security Function”

[ Mze Sec
zer Mame: User
Pazzword: |

Enter User Names, Passwords, Security Group
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User Accounts

]

General ] Options ]

’/‘Security Group”

. . o
[+ Use Security functions
) ) You can create a new Security Group,
|1zers for thiz project; .
such as Managers, Supervisors,

Mo, | Uzer Ma.. | Pazswaord | Securnty Group

Maintenance, etc... or use the

Adrministrator, Operator, Fe. ..

provided security groups: Admin,

“User Names” Operator, or Reader

Enter the name of the user

|
W

Add. | Edit... | [ Femove

Default Uzer: | M ore j

] | Cancel | Help |

Default Security Group:

Administrator:
- Have a_full access to the project:
create, edit, upload/download, monitor, access to Web Server and open the project

Operator:

- Limited to changing or monitoring the data on the Operator Interface.
- Upload data from the SD or USB flash drive

- Web Server access

Reader:

- Read out data only

- Upload data from the CF Card
- Web Server Access

Note: Administrator/Operator/Reader can only be used More than ONCE under Security
Group.
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How do you password protect a project and a base screen?

1. Select “User Account”
2. Enable Use Security Functions

User Accounts

Step1:
CHECK “Use Security Function”

General l

[ Dze Sec
Uszer N ame: User
Pazsward: |

3. User Account: Follow the steps...

General" 0 ptiu:uns\\

Use Security functions

Users for this projec

Mo, User Mame Password Security Group

1/ |Jser Administrator, Operator, Reader

Step 2:

Click on Edit

Default User

Show Passwords

Cancel




4, Enter your User Name and Password

General* 0 ptions‘z_

Password:

You may leave it blank & the project will

Use Security functions

Users for this project

-~

not be password protected. However if
you chose to add a Password, then

Mo.
T User

Default Usen

Show Passwords

User Mame

Passwaord Group
Administrator, Operator, R

anytime you download/upload/open this
project, you will be prompt to enter your

Change User Account

password.

General{Group Membership™,

Number:
UserMName: Emily

New Password: 1111

5. Click on “Group Membership” tab.
Select Operator and Reader then press the Delete button to move it to Security Group

as shown.

Change User Account

/

I

| 2 [ |

General{ Group Hembersﬁ

To: Emily Security Group:
Administrator T
Operataor
Reader
Description:
Administrator can create a project or do the operationthat affects the running of MICRO/Isuch as a
download.
This group mustbe used by any oneof users.

oK Cancel

J




Click the OK button and this is what you should see:
Emily has full access to the project.

General® _Dptionsﬂxl

Use Security functions

Users for this projed

MNa, User Name Password Security Group

1 Emily 1111 Administrator

Default User

Show Passwaords

Cancel ]

6. Next, you can add multiple users and groups to password protect screens. In this
example, screen 2 is password protected.
Click the Add button to add a New User.

Gene rar'[_Cl ptions‘x_

Use Security functions

Users for this project

Mo, User Mame FPassword Security Group

T Emily i e s s Administrator

Default User

Show Passwords

| [ conest ]




Enter User No. 2, User Name and Password.

X

New User, Account

General l Group Membership ]
Mo 2 3:
Usger Mame: |John

Pazzword: |2222

k. | Cancel ‘ Help |

7. Next, click the Group Membership tab. You can either assign John to an existing group
(Administrator, Operator, and Reader) or add a new group under Security Group by

click “Add”.

e User Account

Generarj Group Hembershiﬁ“n\
To: John Security Group:
Operatar
Reader
<< Copy ] | Add...
Delete Rename.
Description:
Administrator can create a project or do the operationthat affects the running of MICROfIsuch as a
download.
This group mustbe used by any oneof users.
oK ] [ Cancel




8. Click “Add” at the bottom left corner to add a new Group on Security Settings.

2 e
=
(Group.
Security Group: Operation Authority Setting:
Mo, Group Mame Mo, Operation Permission
1 Administrator
2 Operator
3 Reader

[ add. | [] peee |

E 0K i [ Cancel ]

i)

Enter a Group Number and Group Name. Also, double click on the Permission column to change
the Permission to either Permitted or Prohibited for the first 3 operations.

Click OK to close the dialog box.




Mew Security Grou

[&]

Group Name: |Manager

Permissi

Opening projects Permitted

Downloading a project data Permitted

Uploading a project data Permitted

-
(] = ]
qu:'u
Security Group: Operation Authority Setting:
Mo, Group Mame Mo, Operation Permission
1 Administrator T Opening projects Permitted
2 Operator 2 Downloading a project data Permitted
3 Reader 3 Uploading a project data Permitted
4 Menager .
]

esws e

e

————,
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9. In the Security Group, select the Manager and press the “<< Copy” button. Now, John

is under the “Manager group.” Click the OK button to continue.

Change User Account EE
General® Group Membershiﬁx_
To: John Security Group:
LT [Manager Administrator
Operator
Reader
N Manager
™ << Copy Add...
Description:
Manager is agroup added by user.
[ oK l [ Cancel
L

10. Shown here is the summary on who is registered in the User Account.

General’ .0 ptions\'\_

Use Security functions

Users for this projec

Ma, User Name Password Security Group

1 Emily 1111 Administrator

z John 2222 Manager

Default User:

Make sure the Default User
is “None”

Show Passwords

Cancel ]

Note: The security groups that you create can be used in multiple user accounts.

11. Click the “Options” tab. Check “Back to Default User: After” enter 1 minute (assign 1
minute). This will allow the screen to reset the password after 1 min the correct
password is entered.
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Click the OK button to close Security dialog box.

Genera {0 ptions?\_

D Use Password to open Projed:

[ change User by Device Address:

[C]] store current log ging-in User Name to Device Address:

Back to Default User:  After | 1] minutes E|

[C7] check the Status of Password Entry

Open Password Screen automatically by the following operations:
[T operate part Object
Change Screen

Change Screen automatically after entering Password

[CI] Report when Not Authorized User operates:

Show Passwords

12. On Base Screen #2 in this example will have password protection, double click
anywhere on the screen to configure the Screen Properties. Under Security tab,
select the group or groups that will have access to Screen 2. In this example, only
Administrator and Manager Groups will have access to Screen 2.

At the Display Column, you can change either Permitted or Prohibited for the security
group.
Click OK.

General (Options [Sﬂu.nly

No. Group Name Display
1 Administrator Permitted
2 Operator -
3 Reader Prohibited
4 Manager Permitted
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13) Next, Click Buttons = Goto Screen Button and place it on a Base Screen.

.'ll ) 'Ed =

Configuraion Online View Format

Kot 0 om0 ) [ @il

43 Copy [l Delete
Paste ew Shapes Picture Text Buttons Lamps Data Charts Commands || Arrange
[*abuplicdz | - I%Reuse = Displays -
| H Screen I} Drav B sitsutton “
|Project % %l [Base Scr{ Ml Word Button
. =3 project0l . w Goto Screen Button
- \_) Base Screens Print Button : " :
. B e Goto Screen Bution
i KeyButton The Goto Screen Button part
: [M] Multi-Button can be usedtoswitch display
([ Popup Screens screens andto open and close
|- B Project Settings I Keypad pUp SCreens.

Double click Goto Screen Button to open the Properties of Goto Screen Button. Select “Switch
to Base Screen” in Action Mode and Change the Screen Number to 2.
Click OK to close the dialog box.

‘€| Properties of Goto Screen Button

General | View | Registration Tet | Trigger Condition | Options | Comment

Part Name: |5|:reenButhn1 | [ => OFF Text
Action Mode: | Switch to Base Screen |Z|| Ed
Goto 5creen

. =]
Screen Number:

[
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In this example, Screen #2 is password protected.
John is the only person who has access to Screen #2.

Screen #1 Screentit2
Password Protected

Prompted with Keypad

Please follow the step below to Add, Delete or Edit User Account on the touchscreen.

The User Account Setting Screen can be opened by using a Goto Screen Button, Multi-Button,
Goto Screen Command, or Multi-Command.

14) Click Buttons again = GotoScreen Button. Double click Goto Screen Button to open the
Properties of Goto Screen Button. Select “Open User Account Setting Screen” in Action
Mode and enter “Top Device Address” and Click OK and OK to close the dialog box.

. o] =

Properties of Goto Screen Button

General View | Registration Tet | Trigger Condition | Options | Security | Comment

Part Name: |ScreenButb3n2 |[ == OFF Text > ON Text
Action Mode: |0pen User Account Setting Screen |Z|| [ Edit... ]
Goto Screen
Screen Number 1 I
Configure Precessing Area of User Account Setting Screen ? &
Coordinates | | Top Device Address: [LoR 0200 [-] (oR0200-LDR 0351)
’ aK ] [ Cancel ]

This concludes the settings on the Security Function in NV4.
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